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Our extensive governance, risk management and compliance (GRC)
know-how is the starting point for our understanding of your real needs.
We help our clients adjust and archive compliance, consulting and
offering always the best solution.

It is this adaptability that underpins our philosophy of "Thinking local,
acting globally" and our ability to work across borders. We are prepared
to bring our business knowledge and information technologies to any
part of the world.

About Dixtior 

World Renowned & Certified 
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        Saving the government money

 Both the public and commercial sectors are impacted by
corruption, however it takes taxpayer funds away from delivering
better services or increases the cost of the cost of carrying them out. 

The financial damages brought on by misconduct would
undoubtedly decrease if more people felt comfortable reporting
their experiences of corruption.

         It's excellent for businesses

The data from businesses that have operated their own reporting
systems before they were made necessary demonstrates that this
raises morale while saving cash as well.

Why would you care about Whistleblower Law?
How frequently do you wait to act until the very last second before a deadline? 
It can be stressful and overwhelming, particularly if concerns following new requirements of a large new directive and avoiding a sizable financial
fine for non-compliance.

It is advised that you start developing your reporting system right to avoid unnecessary pressure and the possibility of non-compliance. If you are
unsure of where to begin, keep reading because we will explain how to get going right away so that you are prepared for the new law.

What Legitimizes a Whistleblower Directive?

A whistleblower is a person who uncovers and reveals unlawful behavior. This occurs frequently when an employee misbehaves within the
organization.

However, potential whistleblowers may be discouraged from coming out because of a concern of being punished for "creating trouble" for
management and co-workers. The EU Whistleblowing Directive, also known as Directive 2019/1937, aims to deter retribution and promote
whistleblowing for a variety of advantageous factors. 
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European Union Whistleblowing Directive Requirements
 

A whistleblower is a person who uncovers and reveals unlawful behavior. This occurs frequently when an employee misbehaves within the
organization.

However, potential whistleblowers may be discouraged from coming out because of a
 concern of being punished for "creating trouble" for management and co-workers. 
The EU Whistleblowing Directive, also known as Directive 2019/1937, aims to deter
 retribution and promote whistleblowing for a variety of advantageous factors. 

 An internal whistleblowing program offers professionals a secure, private, and confidential way to report illegal activities. The organization is
responsible for making sure the reporting person doesn't face any sort of reprisal after making their report. 
Potential forms of retaliation include being passed over for promotions, having their pay reduced, having unwarranted disciplinary action taken
against them, having their name put on a blacklist for future employment, harassment, losing out on future contracts, or receiving any other type of
punishment.
In order to provide a satisfying result, the system should also include information about who receives the reports, who investigates them, and how
they are handled.

What exactly is a corporate Whistleblower Program?

Whistleblowers must have access to a reporting system that allows them to
submit reports verbally, in writing, or both. Whistleblowers should be
encouraged to report issues internally, rather than to outside sources;
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European Union Whistleblowing Directive Requirements
 

The person or organization responsible with looking into the report must be unbiased.

Your information system must be set up to acknowledge receipt of reports within seven days, and you must carry
procedures in place within three months of the acknowledgment.

If someone is reporting something they believe to be true, they should be shielded from reprisals and not penalised for
violating contracts, non-disclosure agreements, or other similar legal documents. In order to deter people or organizations
from engaging in retaliatory behavior, EU member states should establish proportionally and dissuasive consequences.

Organizations are required to notify those who report about their rights, financial assistance, and accessibility to
psychological support after their report, as well as legal services for avoiding reprisal;

The organization is required to securely and compliant GDPR to collect and store data.

Persons making reports ought to be able to do so with confidence. In The
names of any individuals listed in the report, in addition, as backers of the
reporter or as those who are thought to be breaking the law activity, must
also retain their anonymity to anyone else than the person or organization
looking into the report.

6



How to Implement a Whistleblowing System in 7 Steps

What Legitimizes a Whistleblower Directive?1.
For companies, government organizations, and municipalities that provide services to at least 10,000 citizens and have 250 or
more employees, the time for installing an internal whistleblowing reporting system has passed. Since December 17th, 2021,
these systems should be in place to guarantee whistleblower protection from retribution. The deadline is December 17, 2023,
for organizations with between 50 and 249 employees. The earlier you have it set up and running, the simpler it will be to work
out any bugs and guarantee that you fulfil the requirements of the directive to run a secret, unbiased, and GDPR compliance
reporting process by the deadline.

Be aware of who is protected
 

2.
 The company's reporting system is accessible to non-current workers. Additionally, it pertains to everyone who has
encountered criminal activities within the organization as a result of their interaction with it. Including freelance, contractors
and sub-contractors, suppliers, shareholders, management, previous workers, aspiring personnel, volunteers and trainees. The
potential whistleblowers should be handled equally after they submit a report, regardless of their relationship to the
organization. They should also be shielded from reprisals and have the right to confidentiality. 
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 The Whistleblowing Directive places a strong emphasis on the assistance and protection of the reporting party, as well as their
friends, supporters, and family, once the report has been made. To do this, you need set in place safeguards, starting with a
procedure for protecting their identities both during and after the process.

 According to the directive, you must offer the following support: 

Free, widely accessible, in-depth information that is impartial about whistleblowing methods, remedies, protection from
retaliation, and disclosing people rights

Support from the appropriate authorities to demonstrate their protection under the directive

Legal assistance

Psychological assistance

How to Implement a Whistleblowing System in 7 Steps

Implementation on Support and Protection3.
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Email

Safe Box

How to Implement a Whistleblowing System in 7 Steps

Structure Your Reporting Channels4.
Here are some examples of channels, that allow written reports:

Channel What it does

A specific email address is set up by the organization to receive reports. This is a clear
decision given the environment. Whistleblowers who desire anonymity, however, might
be the inconvenience of having to set up a brand-new email account that is unrelated to
their identity.

Reporters place their reports in a box, located in the office, simple and convenient to use.
The drawbacks are that remote workers cannot use it so some whistleblowers may find
this public reporting technique unsettling.

Personal
Encounter

Whistleblowers can meet face-to-face with a specific person upon request to present their
reports. This strategy depends on the organization member taking correct notes and
remaining neutral, which may be challenging to accomplish.
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A reporting platform that whistleblowers utilize online, such as Dixtior Whistleblower
Software. When a report is received, it instantly notifies the pertinent parties so they can
acknowledge receipt and launch an investigation. The dashboard displays each case's
status and notifies the appropriate parties of deadlines. Additionally, it conforms with
GDPR and makes sure that unauthorized individuals cannot access private information. It
is the greatest choice for people wanting anonymity because whistleblowers can access it
discreetly.

Digital
Whistleblower
Software

How to Implement a Whistleblowing System in 7 Steps

Structure Your Reporting Channels4.

Channel What it does

Case Management5.
According to the instruction, you must name a department, or a qualified person to
receive the information and take appropriate action. Depending on the organization,
they might be separate people or the same people.
 The person that acts on the report should stay in touch with the individual who filed it,
asking them for more details if necessary for their investigation.
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 You should establish deadlines for acknowledging reports and responding to whistleblowers. The directive, however, specifies
the maximum time range for taking certain actions:

In the seven days of acknowledgement

Give a follow up, within three months of acknowledgement

How to Implement a Whistleblowing System in 7 Steps

Case Management5.

 Additionally, if the reporting person is dissatisfied with the internal case management, you should give them clear, accessible
information on how to contact an outside, competent authority.

Case Management Condifentiality and Data Privacy must be maintained6.
 Data privacy and confidentiality are essential components of reporting and investigation processes that must be
considered in your decision-making when choosing the reporting platforms, you'll offer.

 The GDPR legislation in the EU has rigorous guidelines for the management and processing of personal data,
which makes it problematic to use, for instance, a post-box system. The use of emails necessitates the transfer of
data onto a database, and the email system's lack of security raises GDPR concerns. The ideal choice is to employ a
particular digital whistleblowing platform that securely stores the information when it is entered by the reporter.

11



 Ensure to educate and train your staff about your reporting. First and
foremost, inform everyone with information to provide about how to do so
and how doing so will safeguard them. Additionally, workers are aware of
their responsibilities to anyone who does raise a concern. 

How to Implement a Whistleblowing System in 7 Steps

Educate and train your people7.
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Conclusion
 To ensure that your organization meets with the EU Whistleblowing Directive, there are a number of procedures to take. You
probably already have a whistleblower policy in place; all that needs to be done to comply with the new guideline is to make
the necessary changes.
 A digital whistleblowing system is one of the essential components of your approach that will spare you the worry of non-
compliance. 

Software of this kind offers secrecy, guarantees compliance with GDPR, alerts you to deadlines, and does much more.
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Try our solution with 
15 days trial, 
no cost's associated!

Contact us here
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